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The Allies
R'lSJia.~Except for futilely looking for spies among

their ranks and coun-rnartialing some officers with
German-sounding names, the Russians did nothing to try
to plug the leaks in 'heir communications un,illate 191~,

when [he first Comsec station was established. But it w~s
too late. The Comin' advantage which the Germans gained
during the first month of the war continued until Russia, .
'orn by revolution, left 'he war in 1917.

Organizationally, 'here was little' distinction between
Comint and Comscc; they were twO sides of 'he same coin.
But they developed at vastly diff~rent rates, with Comsec
consistently lagging behind Comin'. Indeed, indifference to
the importance of protecting communications contributed
greatly to 'he art of communica'ions interception.

An example of 'he se,ious losses suffered by the Russian
army as a result of poor Comsec was mentioned in part onc~
Less well known is the fact that other countries,
particularly Britain and the United'Sta'es, also paid heavily
for their Comsec mistakes. Of the major powers, France
and Germany were the most consistently aware of the
importanc~ of communications discipline.

Comint and Comsec: The Tactics of
1914-1918-Pact II

with disa5lroUS resullS. In the fall of 1916, for example,
the British susmined thousaods of casual'ics in attempting
to ~ake a village on the river Somme. W~e~ it ,was finally
cap'ured, 'he Bri'ish fouod in an enemy dugou' a complete
transcript of an earlier operational order which a British
major had read over 'he telephone '0 one of his battalions
despi,e the subordina'e's protests tbat 'he procedure was
dangeroU!. The British signal historian writes: "Hundreds
of brave men perished, hundreds more wefe maimed for
life as a result of 'his one act of incredible foolishness
... ," He added 'ha' ,Comscc was so poor in September
1916 that "it would no' have been surprising if the
German Intelligence Service. had .been able to reconstruct
. .. practically the wbole constitution of the British Army
as it exine<! at the time, and to anticipate, the most
iealously.guar~ intentions of the Smff."

A combined in,ercept and security service was ,in, full
operation by the end of 1916 and was immedia'e1y
successful in intercepting enemy communications and in
catching shortcomings in British Comscc.' Bu, even though
countless compromises were re~rt~. improvement in
Comsec was very slow. It wasn't until grounded" circuits
were moved back farther from the fron' lines and
eventually replaced by twisted·pair orcuilS, and al'ernating·

Brilain.-Britain's Comscc awakening came in 191~ curren' sets were replaced by direct·curren' equipmen',
when it was discovered. that th~ ~nemy was intercepting that British wireline communications could be consid~red

British forward wireline communications. Orders were technologically secure. Cryptographically,·the introduction
immediately issued '0 improve the insulation of all wire of code and cipher also helped.
circuits and '0 move ground connections back at least lOp Unfortunately, much of this was negated, until late in
yards from the front-line trenches. In addition, the war, by the careless use of the telephone. Such
communicators wefe ordered not to mention the namts or careleuntss in forward areas was mad~ a court-martial
movements of units, the location of guns, or.other tactical offense. but the enlisted men w~r~-.the :~ncs usually
information. punished. officers seemed to be immune; General Staff

All of 'his had little effect. In fact, compromises were officers in particular resisted' all ~tempts a" Comscc
worse in 1916 'han in 19D,. Despite orders, officers discipline. According '0 one au,hor, the General Staff
continued discussing plans ova the telephone, sometimes nullified the value of a secure telegraph system by using·it

Classified by DIRNSA (NSAM 123-2). E""mptP""" GOS,EO 116~2,Cat 2. OcdasOa.. ea""",B. Oetermdled.

8-mN'FIDENTIAL

,
pr\lC::LASSIFIEDIIFR OFFICI.".L USE!-:.' . "

--t!IJLY j pi:"ppw'ied for Release by r\ISA 0
5-11-2009 FOIA Cme # 5155::



" DOClD: 3561 977

-

IUUIO'" T-. ROUP<
·DA.··..c... Le.'.-

ne
«CHAMPLAIN"

CODI! ;,

.pC9~.!:~~!\~.-~\..-.,,' .~" ,_1. 'te';:;

never existed on the western (ront a force more negli~ent in
the use of ,heir own code than was ,he American a,my."
Moorman later sugges,ed a way of dealing with those who
used code carelessly:

My idea would be '0 hang a few of the
offenders, This would no' only get rid of some
bu' would discourage 'he developmen' of
o,hers, It ';'ould be a saving of lives '0 do i,. It
is a sacrifice of American lives to unnecessarily
assist the enemy in the sollnion of our code.

" '. ."

.', .~

for routine traffic while continuing to talk taerics over the
telephone, A, one stroke ,hey thus elimina,e<!, as ,he
author put it, .. all the unimportant and confusin~ talk
which had for years ham~red the enemy in his efforts to
intercept the rcally important conversations."

In fairness, i, should be said ,hat ,he Bri,ish signal
officer labored under all the difficulties inheren, in dual
hatting. His authority over Comscc in his division derived
from ,he General S,aff, He was a' ,he same time
opera'ionally responsible to the line officers above him,
and they usually considered him a signal officer only, Tha',
toge,her with generally feeble support from ,he S,aff,
weakened his Comsec role. •

Fran,e. -Like the British. the French discovered the
need for Comsec in 1915, Unlike the B,i,ish, they
enforced ,elephone discipline, In quie' sectors, only a few
specially ,raine<! officers were allowe<!,o use ,he ,elephone,
and all messages had '0 be conveye<! in frequently change<!
codes. The restrictions were relaxed somewhat in the more
active sectors on the theory that whatever the enemy

, iearne<! would be ou,dated before i, could be used,
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Moorman summe<! up America's Comsec effort this
way: "We never got a real control 'because 'the arrr-istice
Came along just about that tim~. iU5t w,hen we were getting
to work."

'.:

The Central Powers·
Germany.-In Comsec, tho Germans seeme<!' '0 do

aim",,' every'hing righ" Radio was never ,uSed 'when more
secure communications could be employed; plain language
was held to a minimum; co~municatiofl5,.equ~Prrientand
systems were as secure as die technology woid<i'Pernii'; and
,he neecl-,o-know principle was strictly o~~d:·· .

-Little information is avai1able on Comiec :,iri ·'d:te ~usttO.
Hunsarian army.

- -Theoretically at leist, the lOidiers.w~ i....um me JfOUJ\<I maU, ,.
did nor know who< they weco foe,and the iaw<eptoperarondidn't"
how thr signals Wft"e coUeaed. Only authori~per..s~ aUawed in
the listening SUboru, althoqh in ~iftK:iea troOp. Could' rake refuse
ther<, but the inl<K<p< equi.......t IwI to be kejIc~ of _,&1>', :

~9
~,

The Unired States, The ,echnical aspects of Comsec
were fairly well known by the time America entered the
war, and we (ook full advantage of that knowJ~ge. But
like the British, we never learned to deal adequately with
i~~ talk on the telephone.

/\merlcan practice was to send discrepancy reports to the
commanders of units which had violated Corns.«
proce<!ures. The reports were usually ignore<!, The Chief of
,he Radio In'elligence Section reporte<! ,ha, only one. was
a~ officer reprimanded for violating Comsee rules. In most
cases the offenders were excused on the grounds that they
didn't know of the regulations, or they were too busy to
follow them, or they were justified in their actions.

Signal Corps telephone operators were instructed to rip
out any connection Over which secret information was
passing in ,he clear: While ,his undoub,edly reduced
compromises. it did not eliminate them. To cite just one
cxa~plc, ,an _American regimental commander dose to the

,enemy lines used the phone '0 pass plain language
instruaions for an arrack. Two minutes later the Germans
unleashed ,he heaviest barrage tha' had ever hit ,ha,
,parricular uni" The Chief of ,he Signal Corps' Cod.
.Compila'tion ~ction later wrote: "How many lives were
needlessly sacrificed by this indiscretion can ntyer be
computed, but the capture of an enemy amplifier in the
fron' area of this attack emphasize<! the folly of such
nc~lisence...

The American 'ac,ical codes (,he so·calle<! "trench
codes") were excellent, hut again the human element
limited their effectiveness. As Frank Moorman, Chief of
,h. Radio In,elligence Section, put it: ". , , ,here certainly
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Aw.r. of the pric. the Russi.ns h.d paid for "h.ir
tblr.liiss 1d~r.\I/<I;Pi.1Ii Marstlaf J!liha.n1!6rg';'ll,'llit.'.s
the spring of 1911, 'opPo~ lUing"field'riulio"in the
German army except for the interception 'of enemy
communications. He was overruled. but Comsec. was by
then becoming second nature [0 German communicators.
By posters, lectures arid orders - they. were constantly'
r.minded th., "Th. Enemy Is Listening," They took the
warning seriously-rumor had 'it that violators wound up
in front of a firing squ.d,

All the belligerents restricted communications near the
front lines. In the Germans' 3-km-wide "danger zone"
only officers and seIect.d NCO's w.re .Uowed to us. the
teIephone, Except in emerg.ncies aU m....ges had to be
encoded; this included those sent by courier, dogs and
pigeons.

By 1918, German communications discipline was so
good th.t the Americans obt.ined little int.lligence from
the enemy's r.dio ort.lephon. tr.ffic, On. reason w.sth.t
Comsec officers w.r. by then attached to headqu.rters
down at least as far as regiments." But lapses still occurred.
In March 1918. a German station c<;»mproniised a new
cod. by sending the s.m. m.ssag. in both the old .nd new
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cod.., Within 48 houn the Alii.. were reading the new,
·did. anillcn.w Jii."y·'of t~'pJ.rS for the nlajorG.rm.n
offelUive thotbet.n ii 'Wid:1.ier:....TIi. sending of this on•.
mtssage mUst certainly h.ve cost the li'esof thousands of
G.rm.ns," Moorm.n 'aid. ".nd conceiv.bly It ch.nged
the result of on. of the gr.atest .£forlS mad. by the
German armies...

On an-other occasion, a German IiSltnin,'t station
inlCrcepted a· mess.ge .bout a pl.nn.d enemy gas .ttack.
and r.l.yed it in the clear to headqu.rten, An Allied
intercept unit caught that masage, and caused the time and
pl.ce of the .ttackto be chang.d, According to • Germ.n
report on the incident, ..... the carelessness of our
operators was, the direct cause of the death of ma~y of their
comrades."

.Jamming
The Allies were divided on the 'juestion of. ja!"ming

German radio communications. Fram:e',was .fof it. Britain
was .gainst, The British "vieW ~;;il~: iiihough the
French used the Eiffel Tow... ·r.dio statiOn to jam Ger~an
communications early in the wac.

JANUARY. 20,,1918•.
" '. "

SECRET

Not co. lakm into 1M front-line rrrncbn.

REGULATIONS FOR LISTENING STATIONS
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I. LISTENING SERVICE

I. l"tw Chid' of the Iiltcnins IUtion u responsible d¥t: rbt liIeMinlllJlllUllJ!l. manned whtnt¥er intlfCCJllioa i. paaiIIk CbJ two

mrn dvill& limn ofpeat: 1Ctiw:it}').
2. LiJwmnI. when no!: OIhenritr occupied. 1m" be 111«1 (0 inlftupt JI,(one .pais. Far dais putpmr atIliotmnll~ (0 br Q'I:iDed in

interapriD8 Monr si,rNb. '. ' '
}. When IR iftt:aprft:cr is takinS a mcuaSC and allOlhft can be heud at the Iamt tinw:. he is (0 arnA,t with me orher ilUltflRUl' to

rake it. II) that bodl w:iU be fC'CI:ltded. . ' .' .
<iI. Whft! IIIiIbn mcpboor COCMnIcion nGI' Mont IiInab a1n br bard. the rai.na of*~ .".,Itu is II) bE rcpnudl,

cbanpI in order to dmrnliJllt wMtMr anJdlinl an'. hnrd. Ground INcb I~ to be~ teIIed CD1ft"'" tbty an: PI aoocI......,

,. Prmch COCMfIItioo and IDeIIIIft 1ft 10 be P¥Cfl prcfcmMzoomGeman. •
6. The deciIion u to whether an interap is of impora.e don lICIt ia ICy Iefttr·.with 1ht.,.. or chief!If1Ution.~D& ',-.

whidHU.hc.rd is to bcom:orded ud i8dwle:l ia * r.,rtoatM ro.- fmIiIbed bpchunly. '. ,'.' ~.' :: -':. ~ >

7. Wonk whidlan: DOl: undmlood an: CD br wriando- pbon«ic:aIl,. . . ~ .•
8. Any i.mpraIionI which eM apetUDI'. _, ream 1ft to br lIOI:Cd io thir _rpD. e..... I«ftt IIDlI~: oW eM' JC;lUI'I.

voice;~ted.hlll'ritd.cummaadilll.Ia..pcw·d~.ftc. ' \ '
9. UDdft' i"--- come .m CDDdUliou. Ihe apmcor m.,. form reprdi.1he COGCftD or,.". 01 the ..... That 1ft

to bit wrinea dowD. Tbr depe 01 «rUioty is ... 10 be ..... Tht operuor _ ftOC baicMt to" his aadlllionJ. If he .. III,

fIII'thcr rridena. tithtr canfirmin« or~ hiJ t'UndDtionl. be is (0 add diem to tbtcWty rcpon:.

Ja.....p.....tioJllafrea doabJed u Coauec: ...Iioao (N_",aJalioaNo. ,). Tbo ......tioas Ibo,;,a IIere m.
&om a ca Genau doctllDellt. . . , .
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At about the same time, German stations on .tbe
Western Front were reportedly ordered to jam
communications between France and Russia. Whether mey
did so is nOl: known, but in any case the intelligence bein~

ob'ained from in,erception probably influenced ,he high
command to discontinue or greatly reduce jamming on an
fronts.

The Bri,ish (and probably ,h. F,ench) experimented
with jamming the enemy's wireliftc intercept operations.
Jamming began .Iong ,he entire British fron, in October
1916, stopping whenever interception of German com
munications was desired. The British soon found that
j.mming w.s cosdy .nd ineffective and i, w.s discontinued,

Whether their usc in this way was intention~l or not,
etecuic gener.,ors behind 'he German Jines often prot«ted
their telephone communications from interception. On the
theory that the interference might also protect their ~wn.

cOmmunications. the Americans communicated by phone
only when the Fnerators were running, suspending all
conversation during the period that the machines were shut
down-for maintenance each day. Toward the end of the
war, Signal Corps engineers design~ an electrical filter
which helped 'he in'ercep' opera,ors· copy enemy sign.ls
through the noise.

Deception
_- The Russians, 50 backward in SO many other ways. may

h.ave,:b«n the first to employ radio deception. That was in
. the spring of 1916, when ,hey sen, fake radio u.ffic in.n
. a"empe '0 fool 'he Germ.ns. By 1918 .n,he armies were

practicing deception, or "camouflage," as it was then
known. F.ke calls and nerworks, bogus traffic, ,adio
silence and. planted codes were all used. with considerable
success,

'. An Assessment

World War I affected our business in two ways-it
cat~pulted radio and radio interception to new heights, and

"~._.. :... " .... -
CO ENTJAL
. ",' .. :.:...... ''''',,'

it forced all countries into a ,Rrclter appreciation of
communications security. Though the Comint successes
were less decisive ·ch.n 'hose of World War II, they
nevertheless influenced the outcome of the war.

It ....s ,he Rom.n philosopher Seneca who said ,hat
",he fortunes of war .re alw.ys doubtful." By making ,he
fortunes of World W.r I less doubtful, Comin, helped
make our future more certain.
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